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Oryggisflokkun gagna

Anna Kristin, Compliance Officer
and Legal Advisor



Hvada gella er petta?
B.Sc. Vidskiptaldgfraedi
ML Logfraedi

B.Sc. Vidskiptafraedi med aherslu a
vidskiptagreind (Business Intelligence)
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HVAD ER ORYGGISFLOKKUN?

Afhverju Purview?

Traust, abyrgd
Gognin okkar -©  Reglugerdir - Gervigreindin @ 0g
rekstrarorygqi

(%) Crayon



HVAD ER ORYGGISFLOKKUN?

Gervigreindin (Copilot)

« Oll ggn sem notandinn hefur adgengi ad

* Rong adgangsstyring — 6aeskileg upplysingamidlun

» Copilot afhjupar vandamalid — byr pad ekki til

* Afhverju er petta mikilveegt?




Gagnadryggi og regluvarsla
og verkefni tengd peim
svidum eru ekki einungis
taeknileg verkefni.

| raun snuast pau fyrst og
fremst um stefnumaétandi
akvardanir. Krefst patttoku
Olikra sviBa innan fyrirtaekja
og stofnanna og skyrrar
forystu stjornenda.

“No scenario exists in which IT is

accountable for information
assets. None.”
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HVAD ER ORYGGISFLOKKUN?
Oryggisflokkun gagna er ,einfalt“ verkefni

Baeta merkingu/flokkun a skjal

Flokkun endurspeglast i 6ryggistefnunni og

hegdun starfsmanna

IT akvedur ekki hvada gogn skipta raunverulega
mali fyrir fyrirtaekid
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HVAD ER ORYGGISFLOKKUN?

Askorunin 4 bak vid
6ryggisflokkunina

* Fyrirteeki og stofnanir byrja fra
mismunandi stodum

« Oft hja upplysingataekni
* Stjornendum
* Regluvorslu

« Arangurinn reedst af Skyrleika,
samvinnu og sampaettingu

* Ein steersta askorunin er ad gera
flokkunina skiljanlega og
merkingarbaera fyrir starfsfélk




Opin gégn

Opersonugreinanleg gogn
eda gbgn sem eru opin 0g
adgengileg til notkunar og
endurnotkunar. Svo gogn
teljist opin purfa pau ad vera
tilteek &n umsokna / beidna
0g vera adgengileg 6had
tima.

Varin gbégn

Oll gégn énnur en opin gégn
sem eru hluti af daglegum
rekstri rikisadila. Varin gogn
geta po verid misvidkveem
og krafist sérsnidinna
oryggisurreeda i samreemi
vid nidurstodur ahaettumats.
Gogn sem verja skal baedi
vegna hagsmuna
einstaklinga (Persdnuvernd)
og lbgadila.

Oryggisflokkun gagna islenska rikisins

Sérvarin gégn

Gogn sem vegna
vidkvaemrar stodu m.t.t.
timasetninga eda innihalds
geta valdid vidteeku og
langvarandi tjoni fyrir hopa
einstaklinga, 16gadila eda
rikisadila.

Gogn sem eru vidkveem fyrir
samfeélagid i heild eda stoédu
pjodarinnar a
alpjodavettvangi
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Fyrir efni sem er aetlad
til opinberrar eda ytri
dreifingar.

Felur ekki i sér aheettu
sé deilt utan
fyrirtaekisins eda
stofnunarinnar.

Engin dulkodun

[slenski markadurinn

Innri gégn

Gogn sem eiga
einungis ad vera
adgengileg innan
fyrirteekisins eda
stofnunar.

Engin dulkédun.
Skjal merkt sem Innri
gogn i feeti skjalsins.
Tengt DLP fyrir ytri
midlun.

Trunadargdgn
Vidkveem vidskiptagogn. Mjog vidkveem gogn.
Dulkodun virk fyrir Strong dulkédun og

takmaorkun & deilingu utan adgangsstyring.
fyrirteekis eda stofnunar.

Oft med undirflokkunum fyrir

ytri midlun gagna.

Tengt DLP fyrir ytri midlun.
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X Ekki

B Nota
oryggisflokkun & Nota 20+ B Gleyma lysingu
sem gatlista fyrir merkingar a merkinguna
reglufylgni
2 Lata reglur & Gleyma ad ® Gleyma ad
vera lengi i samrama taka tillit til
,hermunarham® merkingar vid samstarfi med ytri
(Simulation mode) DLP adillum
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¥ Gerdu

A Ahzttumat med
gdbgnunum sem pu hefur.
.Hvada gogn, ef bau
leka, geetu skadad okkur
eda ordsporid okkar?"

@ Merkingarnar
einfaldar

# Stuttar en skyrar
lysingar

B Stodumat a Activity
explorer vikulega

& Tengingu vid
merkingar og akvedna
DLP-adgerdar

® Préfun a deilingu med
ytri adilum
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CRAYON PURVIEW PROJECT

- Planningand overview  Non-IT preparation
&5

Planning your
deployment

Define Objectives
Assess Readiness
Stakeholder
Engagement
Assign Roles

Purview Overview

Data Explorer
Data Loss
Prevention
Communication
Compliance
Data Lifecycle
Management
Auditing
Insider Risk
Management
Data Security
Posture
Management
eDiscovery

Know your data

* What data is
sensitive to your
business?

* How can it be
identified?

Know your risks

Regulatory
compliance

Data exposure or
leakage

Who should (and
should not) have
access to this
data?
Consequences of
unauthorized
sharing or
misuse?

financial or
reputational
impact of a data
breach?

Data Classification

» Define Data
classification
schema

+ Create sensitivity
labels to classify
data

 Publish sensitivity
labels to end-
users

Data Loss
Prevention

Turn on
“Analytics” to get
insights in data
usage

Onboard devices
to Purview

Create DLP policy
to prevent critical
data from leaving
the organization,
without good
reason

Create DLP policy
to prevent risky
users from
sharing data
outside
organization

Data Security
Posture
Management for Al

» Monitor Al use

» Discover and
safeguard Al
activity
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Insider Risk
Management

Turn on
“Analytics” to get
insights in
potential risks
Turn on “Adaptive
protection” to risk
score users,
based on
behavior with data
Enable relevant
indicators to look
for, when
measuring insider
risk

Create data leaks
policy to monitor
risky behavior and
risk score users
Tune policies
based on insights
about user
behavior, to get
relevant alerts

CRAYON PURVIEW PROJECT

Data Lifecycle
Management

Create Retention
policies to retain
or delete data
according to
organizational
needs

Create Retention
labels to apply to
specific
documents

~__ Compliance  Admins
&

Y

s
&

Communication
Compliance

Develop and
configure
communication
compliance policies
Regularly monitor
alerts generated by
communication
compliance policies
Take appropriate
remediation actions,
such as notifying
users, removing
inappropriate
messages, or
escalating issues to
relevant
departments

Compliance
Manager

Use the “Data
protection
baseline
assessment” to
adhere to
Microsoft best
practice
implementations,
based on
regulations such
as NIST, ISO,
FedRAMP, GDPR.
Use specific
assessments to
adhere to specific
regulations, as
required by the
organization

Roles and Scopes

Create alert rule
to notify when
Purview roles are
assigned

Enable Purview
role assignments
via PIM, by
assigning roles to
Entra ID groups
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Notendapatttaka

- Freedsla

- Adgangur ad
leiGbeiningum og
studningi

- Endurtaktu!

3 einféld skref

Oryggisflokkun

- Flokkadu gognin
- Hafdu flokkunina einfalda
- Verndadu gognin

Forysta

- Stjérnendur purfa ad
leida verkefnid

- Taka abyrgd a pvi hvada

gogn skipta mali
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